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Onderzoek 



Wat is               ? 

• Automatisch testen op user interface niveau 
• UI is waar alles samenkomt 
• Testen vanuit het perspectief van de user 
• Bijna alle software heeft een UI 



Waar komt           vandaan? 



• Niet capture/replay 
• Niet visual testing 
• Geen scripts 





• Genereer sequences of test 
• On the fly 
• Gebruik een afgeleid model van de GUI 

is scriptless 

















De toestand (state) is 
een (Widget Tree)  
verkregen via de 
Accessibility API 



Widget trees 





Active Widget Tree 



Active Widget Tree 





             werkt (in 
theorie) voor alle 
soorten software 

met GUI 



READY 

PATH to SUT 



SET 

undesired 
actions 

undesired 
processes 



GO! 






TESTAR SPY mode 

Green Dots 
Acties die uitgevoerd kunnen worden in de huidige GUI 
state  



TESTAR SPY mode 
SHIFT + 3 
Spy de eigenschappen van een widget 



TESTAR GENERATE mode 

Genereer en voer testen uit 



gecrasht? 

geen reactie? 



• Crashes 
• Hangs 

Verdict oracle_Crash (State state){ 
 if(!state.get(IsRunning,false))  
  return new Verdict("System crashed!"); 
} 

Verdict oracle_Responsiveness (State state){ 
 if(state.get(NotResponding, true))  
  return new Verdict("System not responding!"); 
} 



Ongewenste 
woorden 

ERROR 
PROBLEM 

NULLPOINTEREXCEPTION 

FOUT 



Oracle – Suspicious titles 



Oracle – Suspicious titles (under the hood) 

Verdicts oracle_SuspiciousTitles(State state){ 
 verdicts = new Verdicts(): 
 String regEx = settings().get(SuspiciousTitles); 
 
 // search all widgets for suspicious titles 
 for(Widget w : state){ 
  String title = w.get(Title, ""); 
  if(title.matches(regEx)){ 
  verdicts.add(new Verdict(“suspicious title..”); 
 }  
return verdicts; 
} 



Die moeten we programmeren…….  

ONDERZOEK:  
• Automatiseer zoveel mogelijk de rest 
• Orakels: maak het de tester makkelijker! 

COMPLEXITEIT 

EFFECTIVITEIT 
Onder het maken van orakels komen we niet uit vs 



Add any oracle by additional programming 

Verdicts oracle_ImagesWAI(State state) {     
 verdicts = new Verdicts():  
   for(Widget w : state){    
   Role role = w.get(Tags.Role);    
   if (role.equals("UIAImage") && title.isEmpty())         
 verdicts.add(new Verdict("Not all images have an     
   alternate textual description");  
   }   
 return verdicts;  
} 



• Toepassen 
 

• Meten  
• Aantal fouten 
• Ernstigheid van die fouten 

 
• Meten (surrogate measures) 

• Dekking 
• Tijd 
• Vergelijken met handmatig 
• Lengte van de test sequences 
• Aantal verschillende toestanden 
• etc…. 



26 uur 

91 uur 

1,5 uur 

• 10 



FDR = Aantal gevonden fouten
Aantal geinjecteerde fouten

 × 100% 

• Konden fouten her-injecteren 

TESTAR Handmatig 
Voorbereiden 40 uur 36uur 
Testen 77 uur 1 uur 
Na het testen 3,5 uur 2 uur 
FDR 61% 83% 
Code dekking 70% 86% 



TESTAR Handmatig 
Voorbereiden 44 uur 43 uur 
Testen 51 uur 6 uur 
Na het testen 5 uur 2 uur 
Ernstige fouten 4 0 
Functionele dekking 80% 73% 





specify test case specify oracle capture/develop
testscripts

maintainance automated
test execution





Evaluation Crossover 

Initial 
Population 

Result 

Terminate? 

Individuals 

Fitness 

Test Outputs 
- Coverage 
- Failures 
- States 

- Etc. 

Calculate 

Mutation 

Selection 



SUT Algorithm Errors Freezes False 
positives 

Odoo GP 
Random 
Q-learning 

4 
0 
1 

0 
0 
1 

2 
4 
6 

PowerPoint GP 
Random 
Q-learning 

1 
0 
0 

0 
1 
1 

5 
2 
5 

Testona GP 
Random 
Q-learning 

2 
0 
1 

2 
3 
1 

3 
6 
3 







• email: info@testar.org  
• web: http://www.testar.org/ 
• https://www.testomatproject.eu/ 
• telephone: +34 690 917 971  
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Test the SUT 

Implement 

Plan 



Test the SUT 

Implement 

Plan 



Test the SUT 

Implement 

Plan 





different actions 

large call trees

many different states 

long sequences

novel states

Coverage 
Diversity 
Novelty 



MDP problem:  find a policy 𝜋𝜋 which maximizes the 
reward by selecting an appropriate action in each state 





Learn Q 

Use Q for selection 



Start 
SUT 

Update 
current 

state 

Select 
action 

Evaluation FAULT? 

MORE? 

Stop SUT 

STOP
? 

get 
metrics for 

test 

Execute 
action 

Y 

Y 
N 

N 

N 
Y 

Scan GUI to 
get new 

state 

Scan GUI 
and initialize 

current 
state 

Derive set 
of user 
actions 



Did we find more faults? 



different actions 

large call trees

many different states 

long sequences

novel states

Coverage 
Diversity 
Novelty 



Call trees 

Number of 
leaves = 2 

Number of 
leaves = 5 

java Stat 1.0 java Stat 1.0 2.0 3.0 

Select actions such that they maximize the probability of a large call tree. 

• the larger the call tree, the more aspects of  the SUT are 
tested (McMaster and Memon) 
 

• Bytecode instrumentation of the SUT to obtain the call 
tree, so no source code needed 





(= actions ) 

(= test sequences) 

(= selection criteria)

(= actions) (= 
max call tree) 



Berner & Mattner 
TESTONA 

Did we find more faults? 



Test Outputs 
- Coverage 
- Failures 
- States 

- Etc. 



Evaluation Crossover 

Initial 
Population 

Result 

Terminate? 

Individuals 

Fitness 

Test Outputs 
- Coverage 
- Failures 
- States 

- Etc. 

Calculate 

Mutation 

Selection 



IF-
THEN 

pick 

any 

true 

IF-THEN-
ELSE 

pick 

button 

> 

num_buttons 

num_textfields 

pick 

text 
field 

any 

1st 

Action selection rules 



select 

select crossover 



select 



Evaluation Crossover 

Initial 
Population 

Result 

Terminate? 

Individuals 

Fitness 

Test Outputs 
- Coverage 
- Failures 
- States 

- Etc. 

Calculate 

Mutation 

Selection 
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Start 
SUT 

Update 
current 

state 

Select 
action 

Evaluate FAULT? 

MORE? 

Stop SUT 

STOP
? 

get 
metrics for 

test 

Execute 
action 

Y 

Y 
N 

N 

N 
Y 

Scan GUI to 
get new 

state 

Scan GUI 
and initialize 

current 
state 

Derive set 
of user 
actions 

- Run executable / command 
- Bring SUT into dedicated start state 

(delete or restore configuration files) 
- Wait until SUT fully loaded 



Start 
SUT 

Update 
current 

state 

Select 
action 

Evaluate FAULT? 

MORE? 

Stop SUT 

STOP
? 

get 
metrics for 

test 

Execute 
action 

Y 

Y 
N 

N 

N 
Y 

Scan GUI to 
get new 

state 

Scan GUI 
and initialize 

current 
state 

Derive set 
of user 
actions 

- Use information in Widget Tree to 
derive a set of “sensible” actions 

- Click on enabled Buttons, Type into 
Text Boxes… 



Start 
SUT 

Update 
current 

state 

Select 
action 

Evaluate FAULT? 

MORE? 

Stop SUT 

STOP
? 

get 
metrics for 

test 

Execute 
action 

Y 

Y 
N 

N 

N 
Y 

Scan GUI to 
get new 

state 

Scan GUI 
and initialize 

current 
state 

Derive set 
of user 
actions 

- Select one of the actions 
from the action set 

- Various possible strategies:  
- Random  
- Coverage Metrics 
- Q-learning 
- Search-based 



Start 
SUT 

Update 
current 

state 

Select 
action 

Evaluate FAULT? 

MORE? 

Stop SUT 

STOP
? 

get 
metrics for 

test 

Execute 
action 

Y 

Y 
N 

N 

N 
Y 

Scan GUI to 
get new 

state 

Scan GUI 
and initialize 

current 
state 

Derive set 
of user 
actions 

Execute and 
record selected 
action 



Start 
SUT 

Update 
current 

state 

Select 
action 

Evaluate FAULT? 

MORE? 

Stop SUT 

STOP
? 

get 
metrics for 

test 

Execute 
action 

Y 

Y 
N 

N 

N 
Y 

Scan GUI to 
get new 

state 

Scan GUI 
and initialize 

current 
state 

Derive set 
of user 
actions 

Oracle -> Check whether 
state is erroneous 



Start 
SUT 

Update 
current 

state 

Select 
action 

Evaluate FAULT? 

MORE? 

Stop SUT 

STOP
? 

get 
metrics for 

test 

Execute 
action 

Y 

Y 
N 

N 

N 
Y 

Scan GUI to 
get new 

state 

Scan GUI 
and initialize 

current 
state 

Derive set 
of user 
actions Stopping Criteria: 

- After X actions 
- After Y hours 
- After some state 

occurred 
- etc …. 

Did we find a fault? 



Start 
SUT 

Update 
current 

state 

Select 
action 

Evaluate FAULT? 

MORE? 

Stop SUT 

STOP
? 

get 
metrics for 

test 

Execute 
action 

Y 

Y 
N 

N 

N 
Y 

Scan GUI to 
get new 

state 

Scan GUI 
and initialize 

current 
state 

Derive set 
of user 
actions 

Save sequence if 
it contained errors 



Start 
SUT 

Update 
current 

state 

Select 
action 

Evaluate FAULT? 

MORE? 

Stop SUT 

STOP
? 

get 
metrics for 

test 

Execute 
action 

Y 

Y 
N 

N 

N 
Y 

Scan GUI to 
get new 

state 

Scan GUI 
and initialize 

current 
state 

Derive set 
of user 
actions 

Various stopping criteria: 
- X sequences 
- Y hours 
- … 
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