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Software is overal




Falende software en 2016

* 4.4 miljard mensen
e > 1.1 biljoen $

Software
l Fail Watch:

— 20165
1 in Review

a) TRICENTIS



Software is onbetrouwbaar en de
gevolgen van falende software worden
steeds maar erger...







Onderwijs ~ Cultuur van kwaliteitsdenken

Onderzoek  Test automatisering  @&t....

TESTOMAT

PROJECT

The Next Level of Test Automation






Testen in het onderwijs
e Eerder!
* Overal! Als rode draad

* Geen test? Geen voldoende!

e Leuk maken!

* Testen is niet saai....... testen is vitdagend!



Onderzoek Test automatisering = @&t....

Automatisch testen
op Grafische User
Interface niveau

__,_-:: P _ S— I J——
. |

The Next Level of Test Automation



e Automatisch testen op user interface niveau
e Uliswaar alles samenkomt

* Testen vanuit het pe/pectlef van de user
* Bijna alle software heeft een Ul

TG =



Waar komt llest vandaan?

'S FITTES




* Niet capture/replay
e Niet visual testing
 Geen scripts




Begin "Search for a Billy bookcase"

1

Offers New IDEAS Living mom Bedroom Bath Kitchens Dining Textiles Business Baby & Kids Outdoor Summer Back to college All StartWeb "http://www.ikea.com/us/en'

BILLY el ( i )

Bookcase, white

$29.99 Write "billy[ENTER]"

End

Begin "View the details"

Size

Color

Add to Registry

Why we like it:

It is esti that every fiv

Begin "Check the price”

BILLY

Coordinating Products i
a Check Bochase, white

pdoc $29.99

Check stock at your local store
v | Ok




Testisscr
est is scriptless
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* Genereer sequences of test

 Onthefly

D
0000

type: TMenultem
title: "File"

type: TButton
title: "Button"”
enabled: false
hasFocus: true
rect: [15, 25, 65, 53]

* Gebruik een afgeleid model van de GUI



Hoe werkt TESTAR?

Scan de GUI en
— initialiseer de T
huidige toestand

mogelijke acties af
Actualiseer de

Selecteer
een actie
huidige ‘
-«— toestand
Voer de
actie uit
T
Scan de GUI en
Verzamel actualiseer de
data huidige toestand
est S;S? - toestand
ar.org (orakel)

Leid een
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Error Reporting

Microsoft Word has encountered a problem and
needs to close. We are sorry for the
inconvenience.

If you were in the middle of something, the information you were working
on might be lost. Microsoft Word will attempt to recover your work.

I'fl Recover my work and restart Microsoft Word
Please tell Microsoft about this problem.

Microsoft Word created an error report that you can send to help us improve
Microsoft Word. We will treat this report as confidential and anonymaous.

| More Information | Send | | Don't Send |
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Leid een
verzameling
mogelijke acties af

v

Scan de GUI en
— initialiseer de o=
huidige toestand

Actualiseer de
huidige
S toestand

Selecteer
een actie

v

Voer de
actie uit

S

De toestand (state) is

een (Widget Tree) - Scan de GUI en
K (e actualiseer de

VErKregen via de huidige toestand

Accessibility API v

- Evalueer de
< L ! toestand
(orakel)




| ]
- Widget trees

File Edit “iew Help

This is a mulkiline

bexk,

type: TButton
title: "Button”
enabled: false
hasFocus: true

rect: [15, 25, 65, 55]

This is a2 rayl|tline
o

A - (]
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- Toolbars

Main
Window

Tree
Figures
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C)\SZTE XL Profes
File Edit - Search  Window

| | # -

0= outline &3

An outline is not available,

(disabled)
Search

Cam)
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Toolltem
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CTabFolder
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CoolBar
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CTe CTE XL Professional
File Edit Search Window Help

Cpen... Chrl+0

Clase Er
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Saye s, ..

Save Al b S-S
REwert

Prink...
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£1: CTE XL Professional
File Edit - Search  ‘window  Help
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An outling is not available,
CTENew Cte Diagram
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Free ™
Oracles
p——————— 1
Cheap "N
Cracles
L———— 14
T
Absftract
Cracles

GUI state, Faults

Runtime data Test Suites
c
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What do you
need??

Test’
est werkt/(in

theorie) voor.alle
soortensoftware
met GUI



i y
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General Settings I Oracle I Filters ITime Settings T Misc]

Path to SUT: CAProgram Files\WWicrosft Office\OFFICET1WYINWORD

Mumber of Sequences: i E

Sequence Lenagth: 100

Force SUT to Foreground: (V]

Stop Generation on Fault: [E]

Logging Verbosity: y E

Edit Protocol

s )=)

e s ar.org




| %) TESTAR

Spy

i

e il
ttg

enerate

[ﬁ.bnut T General Settings T Oracle T Filters T Time Settings T Misc]

Click Filter:

Process Filter:

FClose *| *File *|. *Minimize *
undesired
actions

helppane.exe|CLYVIEW.EXEVirefox. exe\dcroRD32 . exe

undesired

processes

est....










TESTAR mode

Green Dots

Acties die uitgevoerd kunnen worden in de huidige GUI
state

Edit Protocol | ‘D| =]




TESTAR mode

Path to SUT:

Spy de eigenschappen van een widget

Mumber of Sequences

Sequence Length: 100 = n I [Role: ULAPane

Force SUT to Foreground:

Ancestors: -UIAWindow:-UIAPane:-UIAWindow:-Process

Stop Generation on Fault:

Logging Verbosity:

AOrientation: 0

AHelpText:
AScrollVerticalPercent: 0.0
AScrollHorizontal ViewSize: 0.0
AClassName: paneClassDC

A AutomationId:
AScrollHorizontalPercent: 0.0
AWindowVisualState: 0

[Enabled: true
AHasKeyboardFocus: false
AlsWindowModal: false
AWindowlInteractionState: 0

UIAPane
AlsKeyboardFocusable: true
AScrollPattern: false

AProviderDescription: [pid-2588 hwnd:0x4053A Main-Nested [pid-296 hwnd:0.
AName: Slide
[HitTester: UIAHitTester
AControlType: 50033
AFrameworkld: Win32

AVerticallyScrollable: false
AScrollVertical ViewSize: 0.0

Shape: Rect [x:205.0 v:49.0 w:1075.0 h:646.0]
AHorizontallyScrollable: false




TESTAR mode

|£:| TESTAR

\ til!nlerahg

About | General Setu.

Path to SUT: Ch\Program Files\Microsft Office\OFFICET TWINWORD G e n e re e r e n VO e r te Ste n U it

Mumber of Sequences: B B
Sequence Length: 100 B actions
Force SUT to Foreground:

Stop Generation on Fault:

Logging Verbosity: P B
gging : {

Edit Protocol | |D| | 4 |



Hoe herkennen we de fouten?

Wat kun je automatisch herkennen zonder domeinkennis?
gecrasht?

We're Sorry
Thunderbird had a problem and crashed.

B GWHUX
Tr haln ue dimannes and fiv the ;::.rc)tﬂernJ you can send us a

GWXUX reageert niet _
- g GeoBasis has stopped working [-*

Er gaat mogelijk informatie verloren als u het programma sluit. "Wincloas can chetck anlires For  sohuton Eo Hes problsm:
- Check online for a solution and close the program

S Het nroar z|uite
Het programma sluiten AT Ay

% Wacht totdat het programma reageert v | view problem detas

&/ Microsoft Windows Microsoft Word werkt niet meer

Windows Explorer has stopped working Er is een probleem opgetreden waardoor het programma niet
_ ] ] ] goed meer werkt. Het programma wordt gesloten en er wordt
Windows is checking for a solution te the problem... | een melding weergegeven als een oplossing beschikbaar is.

geen reactie? —




Verdict oracle_Crash (State state){
if(!state.get(IsRunning,false))
return new Verdict("System crashed!");

y F\ﬁ.‘“"‘( - _l_h____:r-_ — -V o

.. Verdict oracle_Responsiveness (State state){
if(state.get(NotResponding, true))

return new Verdict("System not responding!");

e . Lt Iﬁ!,_' .I'lf'{"#r ’h & ] .
7 i 4 . P ; b
-~ - - AT ot




Hoe herkennen we de fouten?

Wat kun je automatisch herkennen zonder domeinkennis? e

Check the action's properties and try running the
waorkflow again.

Equation Editor Error Repart lic

' Equation Edit
needs to clos
inconvenienc

the middle of som
pst.

quation Editor

Ongewenste
woorden

ERROR

w1y at 1
L\sd‘ lBL\TT“

ava 124,927
\ [M] 2012
| Ciaval 2
\ Da,w_ﬂ]

Data Collection Palicy fese | More Information |

L

Ciack (autTonty of AX
— 2. indow Ces
2, 71 (origin i, g i alut\un te
ndexf 937:9¢03] €FrOT L o0i setking res Lu
caft viur'd[‘—“ grror LV " o
dicrosott 003 gfm Tror oot : rosoft Error Reporting
“— ﬂ, prdl¥ g cor L1011 g

Microsoft Word has encountered a problem and

= NULLPOINTEREXCEPTION M

M Recover my work and restart MICrosort Wor

| More Information |



Oracle — Suspicious titles

g Rogue User Settings

enerate

Time Settings

Freeze Time:




- L

-

Verdicts oracle_SuspiciousTitles(State state){
verdicts = new Verdicts():
String regEx = settings().get(SuspiciousTitles);

By
[
|

// search all widgets for suspicious titles
for(Widget w : state){
String title = w.get(Title, ");
If(title.matches(regEx)){
verdicts.add(new Verdict(“suspicious title..”);

}

return verdicts:

}

~ -

Oracle — Suspicious titles (under the hood)

—



Domein specifieke orakels

Te stf.org

COMPLEXITEIT

Die moeten we programmeren.......

Onder het maken van orakels komen we niet uit VS
EFFECTIVITEIT

ONDERZOEK:
* Automatiseer zoveel mogelijk de rest
e Orakels: maak het de tester makkelijker!



Verdicts oracle _ImagesWAI(State state) {
verdicts = new Verdicts():
for(Widget w : state){
Role role = w.get(Tags.Role);
iIf (role.equals("UIAImage") && title.isEmpty())
verdicts.add(new Verdict("Not all images have an
alternate textual description");

}

return verdicts:

@‘3& “ A Ss L | P
¥

Add any oracle by additional programming

Te st*



Hoe weten we of we goed getest hebben?

* Toepassen

e Meten

* Aantal fouten
e Ernstigheid van die fouten

e Meten (surrogate measures)
e Dekking
e Tijd
e \Vergelijken met handmatig
e Lengte van de test sequences
e Aantal verschillende toestanden
e etc....

Te stt.org



ClaveiCon

* Voorbereiden: 26 uur

* Automatisch testen: 91 uur

* Na het testen: 1,5 uur
* Inspectie van log files,
* Reproduceren en begrijpen van de fouten

* 10 kritische fouten gevonden die onbekend waren



SOFTEAM

* Konden fouten her-injecteren

Aantal gevonden fouten
DHIE i X 100%
Aantal geinjecteerde fouten
TESTAR Handmatig

Voorbereiden

Testen
Na het testen

FDR
Code dekking




Cap Gemini/ProRail

Voorbereiden
Testen
Na het testen

Ernstige fouten
Functionele dekking




Requirements

Test
Suite

Test
Goals

Requirements




Hoe verander = het testen?




TESTAR towards 2025

Laat TESTAR de beste test strategie leren!
* Genetic programming
* Machine learning algorithms

X Actualiseer de

Leid een
verzameling
mogelijke acties af

v

Scan de GUI en
initialiseer de ST

huidige toestand

Selecteer
een actie

v

Voer de
actie uit

huidige
toestand

e

Scan de GUI en
Verzamel

actualiseer de
data I huidige toestand

t v

Sto - Evalueer de
P ! toestand
SUT
(orakel)




TESTAR towards 2025

Initial
Mutation Population
Crossover EvaIuatlon
\
Selectlon

Result

Calculate



First results:

failures

SUT

PowerPoint

Algorithm

GP
Random
Q-learning

GP

Random
Q-learning

GP
Random
Q-learning

Errors

Freezes

False
positives




TESTAR towards 2025

Leer van wat de tool test!

* Meet meer surrogate measures voor test kwaliteit
* Coverage
* Profiling
* Diversity
* Novelty

* Werken de surrogate measures ?

* Kunnen we ze relateren met type van failures



TESTAR towards 2025

* Specificatie talen voor oracles en actie selectie
* Maak het de tester makkelijk

* Mocking van externe applicatie via TESTAR

* Meer formele testing theorie nodig
* Zodat we test methoden kunnen vergelijken
* Zodat we weten of we het goed hebben gedaan



' .~ S " T
-,
. l. *}‘ - &
i %\E POLITECNIC/
DE VALENCIA

L b

email: info@testar.org

web: http://www.testar.org/
https://www.testomatproject.eu/
telephone: +34 690917 971




Back-up slides



How to set it up for a specific SUT

(at a client)

1) Planning Phase:
a) Implementation of Test Environment: Recognize all the Ul elements
b) Anticipate and identify potential fault patterns: what errors do we

want to find:

. Detect crashes is for free and automatically

O Suspicious output or messages is easy (reqular expression)

. Functionality as defined in the specifications (need oracle programming)

(

55



How to set it up for a specific SUT

(at a client)

2) Implementation Phase:

a) Oracle Implementation
Implement the detection of the errors defined in the previous step.

b) Action Definition Implementation
c) Implementation of stopping criteria

6

56



How to set it up for a specific SUT

(at a client)

3) Testing Phase: run the test to find errors in the SUT

(

f*#




Where can we find faults?

* Surrogate measures
* We cannot measure %of faults found

* We measure something we believe, hope or have shown to be
correlated to that attribute.

* Coverage
* Diversity
* Novelty



Coverage

Surrogate measures Novelty
* Try to execute as many as possible?
* Try to make ?

* Try to visit as as possible?

* Try to make ?

* Try to find ?

* We need to investigate many more



Testing as a Markov Decision

Process
* An MDP is a 4-tuple: < S5,A,T,R >

*sets Sof possible states

*sets A of possible actions

*description T of the effect of action in a state
T:S XA —S
*If the environment is in state sthen we select an

available action from a € A that causes a
transition to a next state s’

*reward function R:S X A — R



Rewards

* Set Sof possible states the SUT can be in

* Forall s € §, we have sets A, € A of actions

* We can focus is on exploration of the GUI

* Then we reward actions a with low execution count ec

ec(a) =0

otherwise

Rmax )
Vs €S,a € As: R(s,a) = 1

ec(a)’




Q-learning algorithm

Require: R4 > 0 /* reward for unexecuted actions */
Require: 0 < v <1 /* discount factor */
1: begin
: start SUT
V(s,a) € S X A: Q(s,a) < Raz
initialize s and available action A,
repeat
a* < mazr,{Q(s,a)la € A}
execute a*
obtain state s’ and available actions A
: Q(s,a”) < R(s,a*) +v-maxq.ca Qs a)
10: ec(a™) ++
11: s s
12: until stopping criteria met
13: stop SUT
14: end




Q-learning algorithm

action

get
metrics for
test




Tried it out —
ClaveiCon

TESTAR 24 2 B Y- find people, documents, and more

# MY ORI IACE

My Citacts Mod fiegi b* Me +

Did we find more faults?

wery fime you crea

- CRM entity. We mend you
use. The “addres:

W4 APPLICATIONS

=& WORKEROUPS

=

ity EBtam




Coverage

Surrogate measures Novelty
* Try to execute as many as possible?
* Try to make ?

* Try to visit as as possible?

* Try to make ?

* Try to find ?

* We need to investigate many more



« the larger the call tree, the more aspects of the SUT are

Call trees tested (McMaster and Memon)

e Bytecode instrumentation of the SUT to obtain the call
tree, so no source code needed

java Stat 1.0 java Stat 1.0 2.0 3.0

1
0 0.0 parse parse
Double Double

Number of

e leaves = 2

Select actions such that they maximize the probability of a large call tree.



Ant Colony Optimization

* Collectively ants can solve complex tasks

* Ants communicate using pheromones
* They lay this on their path
* Pheromone trail strength accumulates when multiple ants use a path
* Other ants go where there is good pheromone strength




Ant Colony Optimizatio

* We have a population of ants

e Set of choices C

* The ants generate trails

* by choosing ¢; according to pheromone values p;

* Choices that appearin “"good” trails
accumulate pheromones



Results

ACO Run Random Run

Fe Bl Dugan Sesth fok Window Help

i | § [ Eeecoen
|

A deladficte | A schlechte scht.cte | A chawre lurve_bravsursy 0l cte

Did we find more faults?




* We do not want to make an instance for
each action selection strategy!

* The tools should learn what the best action l
selection strategy is! Test Outputs
- Coverage
- Failures
- States

-  Etc.



Evolve action selection rules

Initial
Mutation Population
Crossover Evaluation

)

SelectioL/y
Result

Calculate



Action selection rules

Ses =-




Crossover

select

oo
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Evolve action selection rules

Initial
Mutation Population
Crossover Evaluation

)

SelectioL/y
Result

Calculate
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metrics for

Run executable / command

Bring SUT into dedicated start state
(delete or restore configuration files)
Wait until SUT fully loaded




- Use information in Widget Tree to
derive a set of “sensible” actions

- Click on enabled Buttons, Type into
Text Boxes...

metrics for




- Select one of the actions
from the action set

- Various possible strategies:

- Random

- Coverage Metrics

- Q-learning

Search-based




Execute and
record selected

5
OF]

metrics for

Y




Oracle -> Check whether
state is erroneous

metrics for




Stopping Criteria:
- After X actions
- AfterY hours
- After some state
occurred
etc....

Did we find a fault?

N




metrics for

Save sequence if
it contained errors




metrics for

~ Various stopping criteria:
- Xsequences
- Y hours
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